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Protecting yourself online



Welcome!
Your Instructor today is
Robin



Feel free to take 
Photos of the slides
& ask questions



What are your biggest
concerns?  



Cyber safety means staying safe
when using computers,
smartphones, and the internet
and making sure your digital
world is secure.



Estimated annual cost of cybercrime in Canada from 2017 to 2028



Scamming Terms You Should Know
H A C K I N G
breaking into a computer or app without permission. 

P H I S H I N G
emails that look like they are sent from someone else’s email but are used to steal
your information or money

S P O O F I N G
when a scammer makes an email address, display name, phone number, text
message, or website look different so they can convince you to trust them.

M A L W A R E
apps that are installed on your computer that let the scammer take control
of your computer from far away.

S O C I A L  E N G I N E E R I N G
when a scammer uses social media to trick you into telling
them personal information so they can steal your identity



PHISHING
usually involves emails or other
messages pretending to be from
reputable companies. The goal is to
get individuals to reveal personal
information, such as passwords and
credit card numbers.

https://www.google.com/search?sca_esv=9309f31d4211f5f0&sca_upv=1&sxsrf=ACQVn0-YOxZXT9Kf6ZUydUyMxXTXrk2KmA:1713732879804&q=purporting&si=AKbGX_pvY3MWP4azJI0Z_NruCLb8r9EpZvPkCUgVhUCFKPKLZjsxLV9Gf6-iYAiZKTdi-ugydMEopTdeZDJgHP1CHN_B3mSwKIRj_VZ4y69tQ1qzHUQE1ws%3D&expnd=1&sa=X&sqi=2&ved=2ahUKEwjSoqm8mNSFAxV0JTQIHfTZCRMQyecJegQIGBAP
https://www.google.com/search?sca_esv=9309f31d4211f5f0&sca_upv=1&sxsrf=ACQVn0-YOxZXT9Kf6ZUydUyMxXTXrk2KmA:1713732879804&q=reputable&si=AKbGX_onJk-q0LQUYzV7-GRhpJ5DwKO_jQuV6HReUUY2JQ8t2bCKg3w_JpP2qK1kioMssfS6DJFGK7kqVCs53K7HJxA5b1PB4thPGLephbOR6BZgg5qB6Z8%3D&expnd=1&sa=X&sqi=2&ved=2ahUKEwjSoqm8mNSFAxV0JTQIHfTZCRMQyecJegQIGBAQ


SPOOFING
when a scammer makes an email
address, display name, phone number,
text message, or website look different
so they can convince you to trust them.



Subject: Urgent Action Required: Your
Account Compromised!

Dear User,

We regret to inform you that
suspicious activitiey has been
detected on your [Bank, Online
Shopping, etc.] account. Our security
system has identified unauthrized
access from an unrecognized device.

We require your immediate attention
to secure your account and prevent
further damage. Please click on the
following link to verify your account
details and change your password:
[Malicious Link]

Failore to act within the next 24 hours
may result in the suspension of your
acount. Your prompt cooperation to
maintain the security of our services
is needed. Thank you for your
understanding.

Sincerely, 
[Fake Company You Know] 

How to Spot a Phishing Scam
A Company You Know
To: Your email address

AC

It will say they've noticed some suspicious activity
or log-in attempts.

They want you to click on a link to make a payment
or change your password. 

It looks like it is from a person who works at the
company, but it is not. 

They will threaten or scare you and give you a
deadline. 

It might look like it's from a company or business
you may know.







PHONE SCAMS
Scammers might pretend to be law
enforcement or a federal agency.
They might say you'll be arrested,
fined, or deported if you don't pay
taxes or some other debt right away.
The goal is to scare you into paying.



How to spot a phone scam
You receive a call from an Unknown Caller

The offer is better than you expect

They pressure you to make a decision

The caller claims you owe money

The caller asks you for personal information

They tell you that your phone or computer has
been infected with malware or viruses



Microsoft does not send
unsolicited email messages
or make unsolicited phone
calls to request personal or
financial information or to
provide technical support
to fix your computer. 



SCAM WEBSITES
Scam websites work in various ways,
from publishing misleading
information to promising wild
rewards and deals. The end goal is
almost always the same: to get you to
relinquish your personal or financial
information.



Beware of scam websites
Always look for the locked padlock beside the website address The ‘s’ in https at the
beginning of a website address stands for secure. 

Be careful on websites that offer great prices that expire quickly or have time limits. 

Using a credit card instead of a bank transfer or bank debit card to pay is more secure. 





GRANDPARENT
SCAM
Grandparent scams target seniors.
They get a phone call from someone
pretending to be someone in their
family (grandchild, child, niece,
nephew). The caller says the person is
in trouble and needs money
immediately for an emergency. 



If you receive a call like this, DO NOT send money. 

Police, judges, lawyers and jails DO NOT call
people for money.

Bail and fines are paid at a courthouse or police
station and CAN'T be paid with gift cards. 

Call the family member they said they were and
ask if they are ok. If you are worried about them,
call the police. 

Grandparent Scam

https://winnipeg.ctvnews.ca/rcmp-share-tips-to-avoid-falling-victim-to-grandparent-scam-1.6785540#:~:text=The%20scheme%2C%20dubbed%20%E2%80%9Cthe%20grandparent,southeast%20district%2C%E2%80%9D%20said%20Sgt.


How's everyone doing?
Questions? 



How to Keep
Your Online
Accounts Safe



USE STRONG
PASSWORDS 
Create passwords that you
have not used before that
include UPPERCASE and
lowercase letters, numbers,
and special characters like
 !, ? #, $, %, *, <,>, /, (



USE TWO FACTOR
AUTHENTICATION
Many websites offer two-factor
authentication, which means they
will send you a passcode via text
message or phone call so you
cannot be logged in by someone
else. 



PASSKEYS
Passkeys are a new authentication
technology that enables creating
online accounts and signing in to
them simply and securely, using just a
fingerprint, face scan, or device PIN.





INSTALL AND
UPDATE SECURITY
SOFTWARE
Use apps that are made for antivirus and
anti-malware protection on your
computer. They help you to find bad apps
and keep your information safe.



Personal Information
Bank and Credit Card
Information
Passwords and Security
Answers
Health Information
Vacation Information

Things You Should Never Tell 
a Stranger



Protect your personal information like you would your
purse or wallet! Keep it close, be cautious about who
you share it with, and don't leave it lying around. 

Your data is valuable—guard it! 

Guard Your Information



Okay...That was a lot.
Does anyone have questions?  



THANK YOU!
for having us.


